
B0 Tl/ PHAP
TRUONG DAI HOC LUAT HA NOI

CONG HOA XA HOI CHU NGHIA VIET NAM 
Doc lap - Tu* do - Hanh phuc

S6: JISEO /QD-DHLHN Ha Noi, ngay Dfthdng 'f- ndm 2022

QUYET DINH
Ban hanh Quy che bao dam an toan, an ninh thong tin mang 

tai Truong Dai hoc Luat Ha Noi

Can cu Luat An toan thong tin mang ngay 19 thdng 11 ndm 2015;
Can cu Luat Cong nghe thong tin ngay 29 thdng 6 ndm 2006;
Can cu Luat Vien thong ngay 23 thdng 11 ndm 2009;
Can cu Nghi dinh so 85/2016/ND-CP ngay 01 thdng 7 ndm 2016 cua Chinh

•f y v 9 y r rphu ve bdo dam an toan he thong thong tin theo cap do;
Can cu Quyet dinh so 05/2017/QD-TTg ngay 16 thdng 3 ndm 2017 ciia Thu

r o y r r d Ji otuong Chinh phu ban hanh Quy dinh ve he thong phuang an ung cuu khan cap bdo 

dam an toan thong tin mang quoc gia;
Can cu Quyet dinh so 1622/QD-TTg ngay 25 thdng 10 ndm 2017 cua Thu 

tuong Chinh phu ve viec phe duyet De an day manh hoat dong ciia mang luoi ung 

cuu su co, tang cudng ndng luc cho can bo, bo phdn chuyen trdch ung cuu su co 

an toan thdng tin mang tren toan quoc den 2020, dinh huong den 2025;
Can cu Thdng tu so 31/2017/TT-BTTTT ngay 15 thdng 11 ndm 2017 cua Bd 

Thdng tin vd Truyen thdng quy dinh hoat dong gidm sat an toan he thdng thdng
tin;

r r > y

Can cu Quyet dinh so 405/CP ngay 10/11/1979 cua Hdi dong Chinh phu ve 

viec thdnh lap Truong Dai hoc Phdp ly Ha Ndi (nay Id Truong Dai hoc Luat Ha 

Noi);
Can cu Quyet dinh so 868/QD-BTP ngay 07/5/2015 cua Bd trudng Bd Tu 

phdp quy dinh chuc ndng, nhiem vu, quyen hqn vd co can to chuc ciia Trudng Dai 
hoc Luat Hd Ndi;

Can cu Nghi quyet so 3776/NQ-HDTDHLHN ngay 23 thdng 10 ndm 2020 

cua Hdi dong trudng Dai hoc Luat Hd Ndi ban hanh Quy che to chuc vd hoat dong 

cua Trudng Dai hoc Luat Hd Ndi;
Xet de nghi cua Gidm ddc Trung tarn Cong nghe thdng tin.

QUYET DINH:
Dieu 1. Ban hanh kem theo Quyet dinh nay “Quy che bao dam an toan, an 

ninh thong tin mang Truong Dai hoc Luat Ha Noi”.
Dieu 2. Quyet dinh nay co hieu luc tu ngay ky.
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\ ' A/V/V* , ^Dieu 3. Giam doc Trung tam Cong nghe thong tin, lanh dao cac dan vj, va 

cac to chuc, ca nhan lien quan chiu trach nhiem thi hanh Quyet djnh nay./.

Noinhan:
- Nhir Dieu 3;
- Hoi dong Truong (de chi dao t/h)
- Cac Pho Hieu tnrdng (de chi dao t/h);
- Truong cac don vj (de t/h);
- Luu: VT, TTCNTT.

RUdNG
TRl/hNG y ^ 
DAI HOC 

LUAT 
HANOI

>>;<0-’

^^^a^lfTrung Kien
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BQ Tir PHAP
TRUONG DAI HOC LUAT HA NQ\

CONG HOA XA VLOl CHU NGHIA VIET NAM 
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Tlf

UY CHE/ trl/6ng
ao an ninh thong tin mang

ai hoc Luat Ha Noi
'sM^&O/QD-DHLHN ngay (K thdng ^nam 2022 

Truong Dai hoc Luat Ha Noi)

U’O’j

(Ban hanh kern theo\Qliyet ai 
cua rUthi trurx

CHUONGI 

QUY DINH CHUNG
Dieu 1. Pham vi dieu chinh va doi tuong ap dung
1. Pham vi dieu chinh:
Quy che nay quy djnh ve bao dam an toan, an ninh thong tin mang trong cac 

boat dong ciia Truong Dai hoc Luat Ha Noi va cac don vi thuoc Truong.
2. Doi tuong ap dung:
a) Cac don vj thuoc Truong Dai hoc Luat Ha Noi (sau day goi la don vi 

thuoc Truong) va vien chuc, ngudi lao dong thuoc cac don vi thuoc Truong.
b) Co quan, to chuc, ca nhan co ket noi vao he thong mang ciia Truong Dai 

hoc Luat Ha Noi.
c) Co quan, to chuc, ca nhan cung cap dich vu cong nghe thong tin va an 

toan thong tin mang cho cac don vi thuoc Truong.
Dieu 2. Giai thich tir ngu1
1. An toan thong tin mang la sir bao ve thong tin, he thong thong tin tren 

mang tranh bi truy nhap, su dung, tiet 16, gian doan, sua doi hoac pha hoai trai 
phep nham bao dam tinh nguyen ven, tinh bao mat va tinh kha dung ciia thong tin.

2. An ninh thong tin mang la viec bao dam thong tin tren mang khong gay 

phuong hai den an ninh quoc gia, trat tu an toan xa hoi, bi mat nha nuoc, quyen va 

loi sch hop phap cua to chuc, ca nhan.
X X3. Bao dam an toan thong tin muc vat ly la viec bao ve he thong ha tang ky 

thuat, phan mem, ung dung va co so du lieu khoi cac moi nguy hiem vat ly (nhu: 
chay, no; nhiet do, do am ngoai muc cho phep; thien tai; mat dien; tac dong co 

hoc) co the gay anh hudng den boat dong cua he thong;
r r y ^ a I /\

4. Khong gian mang la mang luoi ket noi cua co so ha tang cong nghe thong 

tin, bao gom mang vien thong, mang internet, he thong may tinh, he thong xu ly va 

dieu khien thong tin, co so du lieu, la noi con ngudi thuc hien cac hanh vi xa hoi 
khong bi gidi han bdi khong gian va thdi gian;

5. Ha tang ky thuat la tap hop cac thiet bi tinh toan, luu tru, thiet bi ngoai vi,
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thiet bi ket noi mang, thiet bj phu trg, duang truyen, mang noi bo, mang dien rong;
6. Trang thong tin dien tu la trang thong tin hoac tap hop trang thong tin tren 

khong gian mang phuc vu cho viec cung cap, trao doi thong tin;
7. Cong thong tin dien tu la diem truy nhap duy nhat ciia co quan, don vj 

tren khong gian mang, lien ket, tich hop cac kenh thong tin, cac djch vu va cac ung 

dung ma qua do nguoi dung co the khai thac, su dung va ca nhan hoa viec hien thj
thong tin;

8. Phan mem doc hai la phan mem co kha nang gay ra boat dong khong binh
> AA a a X A*thirdng cho mot phan hay toan bp he thong thong tin hoac thyc hien sao chep, sua 

doi, xoa bo trai phep thong tin liru tru trong he thong thong tin.
Dieu 3. Nguyen tac bao dam an toan, an ninh thong tin mang 

1. Bao dam an toan, an ninh thong tin mang la yen cau bat bupc, thuong 

xuyen, lien tuc, co tinh xuyen suot qua trinh lien quan den thong tin va thiet ke, 
xay dung, van hanh, nang cap, huy bo he thong thong tin. Bao dam an toan, an 

ninh thong tin tuan thu cac nguyen tac chung quy dinh tai Dieu 4 Luat An toan 

thong tin mang va Dieu 4 Nghi dinh so 85/2016/ND-CP.
2. Cac don vi thupc Truong co trach nhiem bao dam an toan, an ninh thong 

tin mang cua don vj minh; xac dinh ro quyen han, trach nhiem cua Thu trubng don 

vi, tung bp phan, ca nhan trong don vi doi voi cong tac bao dam an toan, an ninh 

thong tin mang.
3. Vien chuc va nguoi lao dong trong cac don vj thupc Trubng cb trach 

nhiem bao dam an toan, an ninh thong tin trong pham vi xu ly cong viec cua minh 

theo quy djnh cua Nha nubc va cua Trubng Dai hoc Luat Ha Npi.
4. Thong tin thupc bi mat cong tac cua Trubng, thong tin thupc Danh muc bi

mat nha nubc phai dupe bao ve theo quy djnh ciia Nha nubc, quy djnh cua Bp Tu
r\/^r,f/^f/yyry . fphap ve cong tac bao ve bi mat nha nubc va cac npi dung tuong ung trong Quy che 

nay.
f ^

5. Xu ly su cb an toan thong tin phai phu hop voi trach nhiem, quyen han va 

bao dam loi ich hop phap cua co quan, don vj, ca nhan lien quan va theo quy djnh 

cua phap luat.
• A f y A ADieu 4. Cac hanh vi bj nghiem cam

f \

1. Cac hanh vi bj nghiem cam quy djnh tai Dieu 7 Luat An toan thong tin
mang.

• A A • Aa) Ngan chan viec truyen tai thong tin tren mang, can thiep, truy nhap, gay 

nguy hai, xba, thay doi, sao chep va lam sai lech thong tin tren mang trai phap luat.
b) Gay anh hubng, can trb trai phap luat tbi boat dong binh thuong cua he 

thong thong tin hoac tbi kha nang truy nhap he thong thong tin cua nguoi su dung.
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^ A/n /\ • /\ r ' • rc) Tan cong, vo hieu hoa trai phap luat lam mat tac dung cua bien phap bao 

ve an toan thong tin mang cua he thong thong tin; tan cong, chiem quyen dieu 

khien, pha hoai he thong thong tin.
d) Phat tan thir rac, phan mem doc hai, thiet lap he thong thong tin gia mao,

lira dao.
e) Thu thap, sir dung, phat tan, kinh doanh trai phap luat thong tin ca nhan 

cua nguai khac; loi dung so ho, diem yeu cua he thong thong tin de thu thap, khai 
thac thong tin ca nhan.

f) Xam nhap trai phap luat bi mat mat ma va thong tin da ma hoa hop phap 

cua co quan, to chuc, ca nhan; tiet 16 thong tin ve san pham mat ma dan sir, thong 

tin ve khach hang sir dung hop phap san pham mat ma dan sir; sir dung, kinh doanh 

cac san pham mat ma dan sir khong ro nguon goc.
2. Tir y dau noi thiet bi mang, thiet bi cap phat dia chi mang, thiet bi phat 

song nhu diem truy cap mang khong day.. .ciia ca nhan vao mang noi bo; tren cung
r \ \

mot thiet bi thirc hien dong thoi truy cap vao mang noi bo va truy cap Internet bang 

thiet bj ket noi Internet cua ca nhan (modem quay so, USB 3G/4G, dien thoai di 
dong, may tinh bang, may tinh xach tay...).

3. Tu y thay doi, go bo bien phap an toan thong tin cai dat tren thiet bj cong
a a . r A' r»rj\»y a 9nghe thong tin phuc vu cong viec; tir y thay the, lap moi, trao doi thanh phan cua 

may tinh phuc vu cong viec.
4. Tao ra, cai dat, phat tan phan mem doc hai.
5. Be khoa, lay cap thong tin, sir dung mat khau, khoa mat ma va thong tin 

cua co quan, ca nhan khac tren khong gian mang.
6. Cac hanh vi khac lam mat an toan, an ninh thong tin mang cua Truong, co 

quan, to chuc, ca nhan khac dupe trao doi, truyen dua, luu tru tren khong gian 

mang.
CHtTONG II

NGUYEN TAG BAO DAM AN TOAN, AN NINH THONG TIN MANG
A r A A A ADieu 5. Quan ly trang thiet bi cong nghe thong tin

1. Giao, gan trach nhiem cho ca nhan hoac tap the quan ly, sir dung trang 

thiet bi cong nghe thong tin.
• r ' t *\>A • A • A A2. Quy dinh cac quy tac sir dung, giu' gin bao ve trang thiet bi cong nghe 

thong tin trong cac trudng hop nhu: mang ra khoi co quan, trang thiet bi cong nghe
A ••A A • A 9 • y Athong tin lien quan den dir lieu nhay cam, cai dat va cau hinh.

Dieu 6. Bao dam an toan thong tin khi su dung may tinh
1. Ca nhan chi cai dat phan mem hop le va thuoc danh muc phan mem dupe 

phep sir dung do co quan co tham quyen ban hanh tren may tinh dupe don vj cap
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> a r \ • ■) r X X • r acho minh; khong dugc tu y cai dat hoac go bo cac phan mem khi chua co su dong 

y cua bo phan chuyen trach ve cong nghe thong tin; thivang xuyen cap nhat phan 

mem va he dieu hanh.
2. Chi truy nhap vao cac trang/cong thong tin dien tu, ung dung true tuyen 

tin cay va cac thong tin phu hop vbi chuc nang, trach nhiem, quyen han cua minh; 
co trach nhiem bao mat tai khoan truy nhap thong tin, khong chia se mat khau, 
thong tin ca nhan voi nguai khac.

Dieu 7. Luu tru- va trao doi thong tin
1. Viec luu tru va trao doi thong tin phai tuan thu cac quy dinh cua phap luat 

ve bun chinh, vien thong va cong nghe thong tin.
2. Cac thong tin bi cam luu tru, trao doi tren mang va dua len Cong thong 

tin cua Truong:
a) Thong tin chua dugc cap co tham quyen cho phep cong bo;
b) Thong tin thuoc bi mat cong tac theo cac quy dinh cua Truong;
c) Thong tin thuoc danh muc thong tin mat do phap luat quy dinh;
d) Thong tin va cac dich vu bat hgp phap, doc hai.
Dieu 8. Phuong an bao dam an toan he thong thong tin
1. Noi dung phuong an bao dam an toan he thong thong tin bao gom:
Cac noi dung phai tuan thu quy djnh cua Nha nude:
- Quan ly an toan thong tin mang: Chinh sach chung; to chuc, nhan su; quan

^•AAA *> a> #A r • r o r i •ly thiet ke, xay dung; quan ly van hanh; kiem tra, danh gia va quan ly rui ro.
r a. \ X \ r- Phuong an ky thuat: An toan ha tang mang; an toan may chu; an toan ung 

dung va an toan dir lieu; an toan vat ly cho Phong may chu.
- Phan dung chung cho cac he thong bao gom: quan ly an toan thong tin 

mang; an toan ha tang mang; an toan vat ly Phong may chu; an toan ket noi 
Internet; an toan trong trao doi thong tin voi cac to chuc, ca nhan ngoai Truong; an 

toan tai khoan cong nghe thong tin; An toan may tinh phuc vu cong viec; an toan 

vat ly cac thiet bi cong nghe thong tin.
A X r 1 "> \ A A ADieu 9. Trien khai phuong an bao dam an toan he thong thong tin

r fro

1. He thong mang Nha trubng phai dugc trang bi he thong trang thiet bj de 

sao luu du lieu thudng xuyen, lien tuc quan ly, giam sat, kiem soat, duy tri mang, 
nham phat hien ngan chan cac truy cap trai phep cua ngudi su dung, tin tac tan 

cong mang va trien khai co che phong, chong virus tai cac may chu, may tram
trong mang.

A • A • > • 72. Trung tarn Cong nghe thong tin phoi hgp cung Phong Quan tri to chuc
o r '

trien khai phuong an bao dam An toan he thong thong tin trong Truong.
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CHUONG III
TRACK NHIEM CUA CAC DON VI, CA NHAN LIEN QUAN 

Dieu 10. Trach nhiem cua don vj, ca nhan doi voi cong tac an ninh, an 

loan thong tin mang
1. Vien chuc, nguai lao dong, ngirdi hoc cua Nha trudng thuoc doi tugng ap 

dung cua Quy che co trach nhiem tuan thu Quy che; nang cao trach nhiem bao dam 

an ninh, an ninh thong tin, thong bao cac van de bat thirdng lien quan tdi an toan
thong tin cho dan vi; Sir dung cac dich vu an toan mang, bao mat thong tin, khong 

mb thu la, thu rac dinh kem lien ket de tranh virus; khong vao cac trang thong tin 

dien tu khong co nguon goc xuat xu ro rang.
2. Ca quan, to chuc, ca nhan ngoai Trudng co lien quan: Tuan thu Quy che 

nay, quy dinh cong tac bao ve bi mat nha nude cua nganh Tu phap, cac cam ket, 
thda thuan vdi Nha trudng de dam bao an toan thong tin khi cung cap dich vu cong 

nghe thong tin va thuc hien cac boat dong trao doi thong tin vdi ca dan vj thuoc 

Trudng.
3. Lanh dao cac dan vi thuoc Trudng co trach nhiem: pho bien tdi tung vien 

chuc, ngudi lao dong cua dan vi; thudng xuyen kiem tra viec thuc hien Quy che
nay tai don vj.

4.Vien chuc, ngudi lao dong cua Trudng Dai hoc Luat Ha Noi co trach 

nhiem tuan thu Quy che; thong bao cac van de bat thudng lien quan tdi an toan 

thong tin cho dan vi, bo phan chuyen trach ve an toan thong tin mang cua Trudng.
Dieu 11. Trach nhiem cua Trung tam Cong nghe thong tin
1. Thuc hien cac nhiem vu dugc giao tai Quy che nay.
2. Hudng dan trien khai Quy che nay va cac quy dinh lien quan cua Nha

nude.
f 9 # ^

3. Chu tri va phdi hop vdi cac dan vi co lien quan trien khai thuc hien Quy 

che nay tai Trudng Dai hoc Luat Ha Noi.
4. Bao dam an toan, an ninh thong tin cho cac he thong thong tin, ca sd du 

lieu dung chung cua Trudng.
Dieu 12. Trach nhiem ciia cac don vi thuoc Trudng va cac to chuc chinh 

trj - xa hoi cua Trudng
1. Thuc hien cac nhiem vu dugc giao tai Quy che nay.
2. To chuc trien khai thuc hien Quy che nay tai dan vi.
3. Thuc hien cac bao cao theo quy dinh, gui Trung tam Cong nghe thong tin 

tong hgp, bao cao lanh dao Trudng.
4. Xay dung, trien khai Quy che bao dam an toan, an ninh thong tin tai dan 

vi bao dam phu hgp vdi Quy che nay va cac yeu cau cu the ciia don vi.
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5. Phoi hop vai Trung tarn Cong nghe thong tin bao dam an toan, an ninh 

thong tin cho cac he thong thong tin, co so dir lieu dung chung cua Truong va cac 

he thong thong tin do don vi quan ly, van hanh.
CHUONG IV

TO CHUG THlTC HIEN
Dieu 13. Kinh phi thuc hien
1. Kinh phi bao dam an toan, an ninh thong tin mang dirge cap tu ngudn chi 

thirdng xuyen dir toan hang nam cua Truong Dai hoc Luat Ha Noi.
2. Can cu vao ke hoach hang nam, cac don vi lien quan co trach nhiem xay 

dung ke hoach, de xuat dir toan cho cac boat dong bao dam an toan, an ninh thong 

tin mang gui Trung tarn Cong nghe thong tin de tong hop, gui Ban Giam hieu phe 

duyet.
Dieu 14. Trach nhiem thi hanh
1. Thu truong cac don vi true thuoc Truong co trach nhiem pho bi<§n, quan 

triet den toan bo vien chuc, ngubi lao dong trong don vi thuc hien cac quy djnh 

cua Quy che nay.
2. Trong qua trinh thuc hien, neu co nhung van de kho khan, vubng m4c, 

cac don vi phan anh ve Trung tarn Cong nghe thong tin d4 t6ng hop, trinh Hieu 

truong xem xet, sua doi, bo sung quy che./.
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